
P R O D U C T B R IE F TE S T D A TA  M A N A G E R

D ata C om pliance S uite · D evS ecO ps E dition

R ealistic test data. 
W ithout the privacy 
risk.
Test D ata M anager finds w here personal data hides, 

m asks it w ith non-reversible rules that stay 

consistent across every system , and proves the 

result is com pliant. Then it helps team s find, book 

and refresh the test data they need.

P R O FILE

Find risk

M A S K

S ecure it

V A LID A TE

P rove it

S can · custom er_core 8 colum ns

custom ers.first_nam e N am e · P II

custom ers.em ail E m ail · P II

custom ers.tfn G ov ID  · TFN

paym ents.card_num ber C ard · P C I

custom ers.segm ent N ot sensitive

notes.free_text H idden P II in text

Free text is w here risk hides best. E xam ple data.

3
steps to com pliant data: 

profile, m ask, validate

12+
data source types supported

1
m asking rule set, consistent 

on every platform

0
reversible values left in test

TH E  P R O B LE M

P rojects need realistic data. P rivacy law  says protect it.

S eas of data

P latform s hold billions of 

data points.

N eedles in haystacks

R isk hides in odd 

colum ns and free text.

M anual and slow

M onths of analysis, and 

errors creep in.

R ules keep m oving

P rivacy law  changes. 

B reaches grow .

B uilt for obligations such as A P R A G D P R C C P A H IP A A P D P A P D P O FC R A E C P A

H O W  IT W O R K S

From  risky copy to com pliant data in four steps.

1

C onnect

P oint it at your 

databases and files, on-

prem ises or cloud.

2

P rofile

A utom ated scans find P II 

in every table and 

colum n.

3

M ask

R outines are generated 

from  the profile and re-

run on new  data.

4

V alidate

P rove nothing sensitive 

is left, then release the 

data.

S et it up once. E very refresh after that runs the sam e w ay.
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TE S T D A TA  M A N A G E R

S E C U R E  &  D E LIV E R

S ecure the data. K eep delivery m oving.

Test data has tw o jobs that pull against each other: stay safe, and stay fast. O ne suite covers both.

S E C U R E

D ata security

K now  your risk, rem ove it, and prove it’s gone. A I and 

m achine learning do the analysis that used to take 

m onths.

P rofile to find P II and other sensitive data, 

including in free text

M ask w ith generated, determ inistic routines you 

can re-run w henever new  data lands

V alidate data quality and that m asking w orked, 

ready for audit

M asking · static · non-reversible · determ inistic · 

form at-preserving

O utputs · risk report · m asking routines · com pliance 

evidence

D E LIV E R

Test data delivery

G et the right data to the right team  at the right tim e, 

w ithout spreadsheets, S Q L or clashes.

Find and reserve test data so one team  uses it at 

a tim e

D ataO ps to schedule and autom ate refresh, 

m asking and checks

Insights on usage, coverage, com pliance and 

risk for every stakeholder

W orks w ith · D ataFactory subsets · D ataFactory 

synthetic data · vM E  virtual copies

D E TE R M IN IS TIC  M A S K IN G

S am e person in, sam e m ask out. In every system .

A  custom er m asked in your C R M  is m asked the sam e w ay everyw here, so joins and end-to-end tests still w ork.

S Y S TE M N A M E E M A IL C A R D

S ource

O R IG IN A L
Jane C itizen jane.citizen@ m ail.com 4532 0151 1283 0366

C R M A va M orrell ava.m orrell@ exam ple.com 4916 2873 5530 1842

B illing M O R R E LL, A V A ava.m orrell@ exam ple.com 4916 2873 5530 1842

W arehouse A . M orrell ava.m orrell@ exam ple.com •••• 1842

M asked em ail and card m atch in all three system s, so joins still w ork. E xam ple data only.

S U P P O R TE D  S O U R C E S

W orks w ith the data you already run: relational, N oS Q L, files and 

cloud.

O racle M icrosoft S Q L S erver IB M  D b2 P ostgreS Q L M yS Q L M ariaD B S ybase M ongoD B

C ouchbase A m azon R edshift A W S  databases A zure databases Flat files
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TE S T D A TA  M A N A G E R

IN  TH E  P R O D U C T

S ee exactly w here personal data lives.

R eal screens from  Test D ata M anager. E very source is profiled, scored and tracked from  one console, so security, 

com pliance and delivery team s w ork from  the sam e picture.

P II S platter B oard FIG . 1 · P R O FILE

1 E very source in one view , 

w hether O racle, M yS Q L or 

another supported platform .

2 C ounts per P II category show 

w here sensitive data 

concentrates.

3 R ed m arks P II found, grey m eans 

none, so priorities are obvious at 

a glance.

E xecution C onsole FIG . 2 · R U N  &  A U D IT

4 S ource health at a glance: type, 

size, and w hether the data source 

and its w orker are online.

5 P rofile, m ask and validate runs 

are tim estam ped per source, w ith 

a P II scan sum m ary ready for 

audit.

6 E xecution history tracks every 

run, so you can prove m asking 

happens on every refresh.

S creens show n w ith dem onstration data.
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TE S T D A TA  M A N A G E R

D A TA O P S

S tatic m asking, by design. A utom ated, by default.

✓ S tatic m asking (TD M )

R eal values replaced in the copy

P rotected at rest, not just on 

screen

S am e result on every re-run

✕ D ynam ic m asking

R eal values left at rest in test

P rotection depends on the access 

path

C opies and exports can leak 

originals

R efresh on a schedule

N ew  data → P rofile → M ask → 

V alidate → Test environm ent

P lugs into your C I/C D  pipeline for 

continuous data delivery.

TH E  E N O V 8 D A TA  FA M ILY

O ne platform . Three data solutions.

Test D ata M anager secures the data you keep. S ubsets and synthetic data now  com e from  D ataFactory, built 

into the sam e E nov8 platform .

TD M  + D ataFactory

M ask w hat you keep. R eplace 

w hat you don’t.

P rune a production copy to size, 

then m ask it. O r skip real data w ith 

synthetic generation.

TD M  + V irtualizeM e

M ask once. C lone in seconds.

M ask a golden copy, then hand out 

virtual copies up to 100x sm aller 

and faster to provision.

TD M  + E nv &  R elease M anager

B ook the environm ent. Then 

the data.

Line up environm ent bookings and 

data reservations so tests run on 

the right data.

W H Y  TE A M S  C H O O S E  IT

S im plicity

E asy to learn, w ith one end-

to-end process for technical 

and non-technical users.

C om pliance

Identify risk, avert breaches, 

protect custom er identity 

and avoid penalties.

S peed

Fast risk analytics, rapid 

rem ediation, autom ated 

validation and push-button 

data.

D evO ps-able

C ontinuous data integration 

and delivery, w ith 

repeatable, autom atable 

operations.

M ake your test data safe to use.

B ook a free 30-m inute session. W e’ll look at your data 

landscape and show  you Test D ata M anager on a use 

case like yours.

B ook a dem o · enov8.com /contact-us

W H A T Y O U  G E T

1 · Free 30-m inute session. N o cost, no 

com m itm ent.

2 · Tailored recom m endations for your use 

case.

3 · A n im plem entation roadm ap you can act 

on.

M ore from  enov8.com B loor InB rief: Test D ata M anager Test D ata R O I C alculator The eB ook of TD M
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